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	Version Control

	1
	Code Synchronization

Ensure the correct file version is adopted.  The source file must be extracted from official repository (i.e. MKS or PVCS).


	
	

	2
	Program code deletion

For enhancing existing program file, make sure no existing program code is accidentally removed.  If applicable, the removed code must be related to the enhancement scope.


	NA
	NA

	Program Style

	3
	Program readability

Check whether the sufficient inline comments are added, particular for describing the complicated logic.


	
	

	4
	Reusable module

Use existing common module, no re-build similar function.


	
	

	5
	R2 Programming Style

Make sure no warning given by CheckStyle.


	
	

	6
	Embedded function in Static Variable

Prevent to put the embedded function in the Static variable.

For example: public static String mySQL = “SELECT * FROM…. WHERE trad_dte = ” + getSystemDate()


	
	

	7
	Decimal presentation

Use BigDecimal instead of double/float/Double/Float to represent decimal numbers.


	
	

	8
	Variable usage

Make sure a variable is created for a single purpose.  Avoid reusing an existing variable in different situation.


	
	

	9
	Fake exception handling

In “try ….catch” program segment, make sure the error should be handled in the exception block.  The empty exception block is not accepted.

For example:  catch (exception e) { }


	
	

	User Interfaces

	10
	UTF-8 encoding

Make sure the presentation file is encoded in UTF-8.


	
	

	11
	Presentation Layer

Make sure to apply “Safe Form” (&#xxxxx;) for presenting the special characters (XML and HTML both).


	
	

	Database Programming

	12
	Number of connections overflow

Make sure each database connection must be “closed” accordingly.  In particular, check whether any break point (e.g. Try … Catch) that without closing the connection.


	
	

	13
	Resultset looping

Prevent to hold one resultset with “opened” connection and then do another transaction that involving commit and rollback.


	
	

	14
	Prevent SQL injection

For preparing the dynamic SQL string, use PreparedStatement with parameters to prevent SQL injection.  The SQL String should not be concatenated by various string variables.

Correct: String mySQL = “INSERT INTO …. (?, ?, ?, ?, ?)”

Incorrect: String mySQL = “INSERT INTO …(‘”+ strField1 + “’,’”+ strField2 + “’………..”
	
	

	15
	Executebatch + BigDecimal

Avoid using the batch update interface, i.e., executeBatch(), of DB2 JDBC driver with BigDecimal data.  If necessary to use executBatch() with BigDecimal, the last statement of BigDecimial field must NOT be null.


	
	

	XML

	16
	Parsing method

Use SAX for straightforward searching the data from XML data or use DOM for complicated XML operation.


	NA
	NA

	Findings in AMH P2G Performance Tuning

	17
	Avoid using Exception as flow control logic since throwing Exception is an expensive action on memory usage and CPU
	
	

	18
	Cache ResourceBundle since the getBundle (getClassContex) is expensive on memory usage
	
	

	19
	Use StringBuffer to replace String ‘+’, and specify the length when initializing new StringBuffer
	
	

	20
	Avoid cloning large objects
	
	
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